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Almost all software is

much slower than it could be.
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Typical situation:

X is a cryptographic system.

You have written a (const-time)

reference implementation of X.

You want (const-time)

software that computes X

as efficiently as possible.

You have chosen a target CPU.

(Can repeat for other CPUs.)

You measure performance of the

implementation. Now what?
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int sum(int *x)

{

int result = 0;

int *y = x + 1000;

int x0,x1,x2,x3,x4,

x5,x6,x7,x8,x9;

while (x != y) {

x0 = 0[(volatile int *)x];

x1 = 1[(volatile int *)x];

x2 = 2[(volatile int *)x];

x3 = 3[(volatile int *)x];

x4 = 4[(volatile int *)x];

x5 = 5[(volatile int *)x];

x6 = 6[(volatile int *)x];
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